PackpbIThI 1eTajin H30LIPEHHOM XaKepCcKoii aTaku Ha pecypebl EID

Ensa ycnieB nHauatbhcs, kammanuss EI'3-2019 okazanacek moa mpuuenoMm xakepon. Jla emie noa
kakuM! 31 mas u 1 wuroHda npouum maccupoBaHHble DDoS-aTaku Ha WHTEpHET-peCypChl
PocobpHanzopa, o OLlEHKE CHEHATUCTOB, KAYeCTBEHHO OTINYAIOLIMECS OT MPEIIIeCTBYIOUX.
O Tom, kak 310 ObL10, «MK)» 13 nepBbIX pyk y3Han B PenepaibHOM LEHTPE TECTUPOBaHUs. Tem
BPEMEHEM SKCIIEPThl MOAEIMINCh CBOMMM BEPCHAMHU O TIIyOMHHBIX NMPUYMHAX, CTOALIMX 32
BHEIIHEH CTOPOHOM Jena. Ha BBIXOJHBIX CTaJO0 W3BECTHO: B TEYEHHE IBYX JHEH XaKepbl
aTaKoBaJIM MHTEpHET-pecypchl PocoOpHaa3opa, cTpeMsach HapylUTh paboTy caifTa Ipu NOMOILU
DDoS-atax — HenpecTaHHOW OTIPABKHM OTPOMHOIO KOJIMYECTBA 3alpoCcoB, CBOEH Maccoi
OJIOKMPYIOLIUX JOCTYI K 3TUM pecypcaM U TEM CaMbIM IPENATCTBYIOIIUX UX paboTe B IUTATHOM
peXUME.

31 mas 6wua 3adukcupoBana DDoS-ataka, 1menpi0 KOTopoid ctaiu WH(HOPMAITMOHHBIE PECypPCHI
OUIIN, a 1 urons mpomia 6ojiee MacCHpOBaHHAs aTaka - HA aBTOMAaTU3WPOBAHHBIE CEPBHUCHI
EI'D, - pacckazan «MK» o gperansx 3amaupexropa PenepaibHOrO LEHTpa TECTHUPOBAHUS
CranucnaB AdanacbeB. - ATaku Hadaiauch okoio 06.30 yTpa u mpoAomKamuch OKOJIo 4 4acoB.

[TpaBna, xakepckue ataku Ha EI'D cioywanuch u panbiie. OHaKO HBIHENIHSA BBIIUIA OCOOOM:
«MomHoCTh aTaku coctaBuiia Oosiee 6 I'O0ut B cekynny. I[lpm stoM ecnu mnpenabiayiime
XaKEepPCKUE aTaku OBLIM B OCHOBHOM CBSI3aHBI C BHJICOHAOMIONeHHEM U mopTaiioM «CMoTpu
EI'D», To wHbiHemHss Oblia Oojiee TOYEHYHON W HalelIMBaiach cepBUCH DenepalbHOTO
WHCTUTYTA IEJarormueckux wu3MepeHuid u denepanbHOro MEHTpPa TECTHPOBAHUS),- YTOYHHII
Adanacnes.

[TpuMedaTenbHO, YTO 3JI0YMBIIIJICHHUKH, 110 €r0 CIIOBAaM, «IIOJOLUIN K JIeJIy H300peTaTeslbHO U
WUCKAJIU ySI3BUMBIE MECTa B Hamleil 00OpoHE, a 3aJeCTBOBAHHBIE HMH PECYpPChl OBLIH
JIOCTaTOYHO 3HAYMMBIMH. MBI YETKO MOHUMAEM, YTO 3TO OblIa paclpelesieHHas aTaka: ObLIO
3a/IeiCTBOBAaHO MHOI'O pECYpcOB MO BceMy MHpPY Kak B Poccum, Tak u 3a pyOexoM.
OpraHu3atopsl HOArOTOBUIIMCH OCHOBATENILHO: CETEBbIE a/ipeca, 3a/1eCTBOBaHHBIE UMHU, YTOObI
OCYIIECTBUTH AKIUIO, HaJ0 OBLJIO MOJYYUTh B CBOE PACIOPSIKEHUE — apeHIO0BaTh WIIU YK€
umeThb. TakuM 00pa3oM, pecypehl, 4YTO Ha3bIBAe€TCsl, ObLTH UMU HOATSHYTHIY.

Brnpouewm, araky, 1o ero cjioBam, «Mbl CMOTJIM OTOUTh: OCTAHOBOK B pabOTE 3HAYMMBIX PECYpPCOB
He OBUIO, W aTaka HE TOBIHMsUIAa Ha O0OpabOTKYy pe3ysibTaTOB MPOMISANIET0 €IUHOTO
rOCy/IapCTBEHHOTO YK3aMEHA.

B memom ke «ecth HECKOIBKO MeToAoB OoprObl ¢ DDoS-arakamu, U MHOTHE W3 HUX MBI
npuMeHsieM. UYTo KacaeTcs TNOCJIeQHEH aTakd, TO JJII Hac OHa CcTaja CHUTrHajJoM. Mel
MOOWJIM30BAIM KaK CTaHAAPTHBIE METOAMKH OOphOBI C arakamMu, TaK U 3aJeHCTBOBAIU
anbTepHATHBHBIE BO3MOXKHOCTH. Ecnu OygeTr wMaccupoBaHHash araka, Mbl 00eClednM
HEIMPEPHIBHOCTH BCEX IMPOIIECCOB U KAHAJIOB JOBEACHUS HH(DOPMAITUN .

DKCIEPTHI-TEXHAPH € MPEIIOIOKEHNEM YMHOBHHUKA, 4TO 3a nociaeaHer DDoS-aTakoi cToar He
IICUXU WIH XYJUTaHbI-OJUHOYKH, & OPTAHU30BAHHBIE CUJIBI, [IOJIHOCTBHIO COTJIACHBI:

- B oaMHOYKYy Takyro akuui0 He NpoBeCcTH,- 3aBepuin «MK» crnenmanucr-adTumnHuk Poman
[Tepdpumnos. - 6 T'6uT B cekyHay — 3TO o4yeHb ObICTpo! JIJIsl Takoil CKOPOCTH HYXKHO, YTOOBI
YeJIOBEK CHJET Ha MarucTpayid Tpaduka WM, HA MPO(ecCHOHAIBHOM CJIEHTE - «Ha CTBOJIEY.
Bce, uro 6sicTpee 1 I'6uT — 310 TOUHO rpymnma! Jlroau SBHO HaMKUCaIu MPOrPaMMy, U C Pa3HBIX
TOYEK CTaJIM MOaBaTh 3aMPOCHl Ha CepPBEP, BEHIOPAHHBIN KaK MHIIECHB JJIs aTaKH.



OOBIYHO 3TO JIeTaeTcsl, KOT/Ia XOTAT «3aBATHUTh» KaKOW-TO CAUT WU CTPYKTYPY — Kak MpaBuio,
rocynapctBeHHyro. Llenmb — BBIBECTHM MX Ha Kakoe-TO Bpemsi M3 pabouero cocrosHus. Hy a
MOTHBBI MOTYT OBITh CaMBIMH Pa3HBIMH — OT YHCTO XYJIHTAHCKHUX JI0 Cyry0O KOPBICTHBIX.
Bomnpoc neHer TyT oueHb Aake BO3MOKEH!

B mnomnbiTke H0OKOMAThCsl A0 NMPUYUH PETYISIPHBIX — M BCE YKECTOYAKOUIUMXCS — HAMaaoK
XaKkepoB Ha pecypchl U cepuckl EI'D Borpoc nener, AeMCTBUTENBHO, TPUXOAUT HA YM OJHUM U3
nepBbix. Kaxnpiii rog PocoOpuaazop 3arons mnpeaynpexiaeT YYacTHUKOB JK3aMEHOB: HE
NoKynaite skoObl «BepHbIX» 3amaHuii EI'D! He Beaurech Ha SKOOBI «BEpHBIC» HHTEPHET-
yreuku! A BeIb 3TO — pBIHOK, MPUTOM Hemaublii. M1 morepu B 3apaboTKax BIIOJIHE MOTJIH
CIPOBOLIMPOBATh €r0 YYACTHUKOB Ha MOOIIPEHUE XaKEPOB, MBITAIOIUXCS «cioMaTh» EI'D.

MOHO TPEATNONIOKUTh U APYrHe CHOCOOBI HENeradbHO HAXHUTHCS Ha BPEMEHHOM BBIBOJIE M3
cTposi odunuanbHbBIX cepBucoB EI'D — Hampumep, «TONKHYTh» Ha Mapy AHEH paHblle
pe3ynbTaThl 3K3aMeHOB. Y Bce OHU TOKE B BBIMTPBILIE.

- MBI 0ueHb MaJIo 3HAaeM IIPO «CEPYIO», XaKePCKYI0 30Hy MHTepHeTa. Tak 4To TaM MOXeT ObITh
BCE, UTO yroJHo,- 3asiBuia «MK» mupextop LleHTpa SKOHOMHKHN HENPEPHIBHOIO 0Opa3oBaHUs
AkaJeMHHd HapOJHOIO XO34HCTBAa M TOCYJAapCTBEHHOW CIiIyKObl mpu mpe3uaeHte Poccun
Tarpsna Kistuko.- Ecnu xakepam moo6enany 3Ha4uTeIbHbIE JEHBIH 32 TO, YTOOBI B MHTEPECax
HEJIETAIBHOTO PaHKa «IOJOXKUTh» pecypcsl EI'D, oHM nerko moryr 3to caenarts. s HuX
BoMpoc He B ToM, EI'D ato win ne EI'D, a B ToM, 4TOOBI UM 3aIJIaTUIIN ONPEACIICHHYIO CYMMY.

Kcratu, cTonp xe 0X0oTHO, o MHeHHIO Kiisiuko, Te ke Xakepbl MOApAIATCs «3aBaauThy EI'D,
€CJIM MM 3aIlIaTAT OINIIOHEHTHI 3TOM mpouenypsl: «HemxoBonbCTBO €IMHBIMU IOCIK3aMEHAMU B
oO1IecTBe MO-TIPEXKHEMY €CTh, - MMOAUYEPKHYJIA OHA.- Tak 4To JKeJaHue JUCKPEIUTHPOBATH ATOT
MHCTPYMEHT TaKXe He CTOMT cOpachIBaTh CO CUETOBY.

HaxoHer, He CTOUT UCKIIIOYATh U JKETaHUE TUCKPEAUTHPOBATH FOCYJapCTBO WM KaK MUHUMYM
OpraH rocyapcTBeHHOMN BiacTu B iuiie Munnpocsera ¢ PocoOpHanzopom.

- 51 He WCKJIIOYA0, YTO 3TO ObUI yJmap MO MPECTHKY ToCyAapCTBa, CTPEMJICHHE MOKa3aTh €ro
cnabocte,- nmogemmica ¢ «MK» nmemyrar 'ocymapctBennoit Jymer Muxaun bepynaBa. - Vi
00JBLHO Cephe3HOI OKazanach araka!

JeficTBUTENBHO, MTPU BCEX MPOAOIIKAIOIIUXCS Yy HAc criopax o EI'D, HECOMHEHHBI JBE MOMEHTA.
Bo-niepBBIX, maHHas MOJIE€Ib WTOTOBBIX HCIBITAHUN MPOYHO 3aHsIa CBOE MECTO B CHCTEME
oOpa3oBaHus Hamlel cTpaHbl. Bo-BTOPBIX, €€ MHOTOJIETHEE YCOBEPIICHCTBOBAHHE CIENAl0 €€
MaKCHUMaJIbHO OTKPBITOM W Mpo3payHoi. Beap Kak HM OTHOCHCH K €IMHBIM T'OCIK3aMEHaM Kak
TaKOBBIM, a UCKITIOUEHHUE YEeTIOBEUECKOro (pakTopa U3 TOCTaBKU B 00a KOHIIA 9K3aMEHAI[HOHHBIX
MaTepHaJIOB WJIA, CKaKEM, OTKPBITas IyOJIMKAIUS PE3yIbTaTOB MPAKTUUECKH CBEIM HA HET PHUCK
3II0yMOTPEONIeHNH, elle HEAaBHO TMPOIBETABIIMX Ha HHUBE BBIMYCKHBIX U BCTYMHTEIBHBIX
sK3aMeHOB. Hy a 3TO KpyIIUT PBIHOK «UEPHBIX» U «CEpPhIX» OKOJI000pa3oBaTenbHbIX yciayr. U
TOMY 3TO, IOHSTHO, HE B PAJIOCTh.



